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Verifiable Re-Encryption Mix-Nets

Variant of Chaum’s onion mix-net by Park et al. (1993)

Important building blocks in electronic voting protocols

Shuffling of encrypted votes
Proving validity of complex ballots

NIZK shuffle proofs

Wikström and Terelius (2009, 2010)
Groth and Bayer (2010, 2012)
Lipmaa, Zhang, Fauzi, Zajac (2012, 2015, 2016)

Implementations

Verificatum Mix-Net (since 2008)
UniCrypt (since 2014)
RPC-based Ximix (vVote, 2014)
PANORAMIX (?)
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Obstacles in Practice

“Do-it-yourself”

Complexity of theory
Subtleties and pitfalls of writing cryptographic code
Limited cryptographic background of software engineers (and
auditors)
Limited software engineering background of cryptographers

Using a library

Licensing and ownership restrictions
Dependency to third-party code
System certification
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Direct Democracy in Switzerland

Up to four election days per year

Elections
Mandatory referendums
Optional referendums (>50k signatures)
Popular initiatives (>100k signatures)

On four different political levels

Federal
Cantonal
Municipal
Pastoral

Up to 10 different election topics per election day
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E-Voting Tradition in Switzerland

Classical voting channels

Polling station
Postal voting (approx. 90%)

Non-verifiable e-voting systems (1st generation)

Canton of Geneva (since 2003)
Canton of Zürich (2004–2015)
Canton of Neuchâtel (Scytl, 2005–2015)

Collaborations with 10 other cantons (since 2009)

Target audience: Swiss citizens living abroad
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Legal Ordinance on Electronic Voting

Effective since December 2013

Enhanced security requirements

End-to-end encryption
Individual verifiability (recorded-as-intended)
Universal verifiability (counted-as-recorded)
Distribution of trust (shared encryption key, mix-net)

Two-step expansion

Current systems: max. 10/30% of federal/cantonal electorate
Step 1: max. 30/50% of federal/cantonal electorate
Step 2: 100% electorate

Two competing 2nd generation projects

Canton of Geneva (CHVote)
Swiss Post (Scytl)
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CHVote Project

Project goals

New implementation from scratch
Reach second expansion stage in one step (100% electorate)
Developed, hosted and operated entirely by the Geneva Canton

Strategy

Collaboration with academia
State-of-the-art technologies
Full transparency
High-quality open documentation
Open-source license (Affero GPL)
Invitation to public code reviewing
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Outline

Introduction

Context of CHVote Project

CHVote Voting Protocol

Pseudo-Code Algorithms for Verifiable Mix-Nets

Conclusion

Bern University of Applied Sciences | Berner Fachhochschule | Haute école spécialisée bernoise 24



CHVote Voting Protocol

Collaboration with Bern University of Applied Sciences

Cast-as-intended verifiability à la Norway

Code sheets are sent to voters by postal mail
Codes for the selected candidates are displayed after voting
If codes match, voter submits confirmation

Key cryptographic ingredients

Distributed generation of codes
Oblivious transfer of selected codes
Verifiable mix-net
Distributed decryption with shared ElGamal private key

Paper presented at E-Vote-ID 2016
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CHVote Protocol Specification

Publication on April 20 (together with prototype source code)

Self-contained and comprehensive document (∼120 pages)

Description of election use cases
Mathematical and cryptographic background
Details of encoding and hashing algorithms
Adversary and trust assumptions
Cryptographic and election parameters
Recommendations for group sizes, key lengths, code lengths

Three main protocols (three sub-protocols each)

Pre-election
Election
Post-election

About 60 pseudo-code algorithms
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Crypto-Algorithms in Pseudo-Code

Ideal interface between cryptographers, developers, auditors

Cryptographers can write, read, and check pseudo-code
Developers can derive real code from pseudo-code
Auditors can check if pseudo-code and real code match
Useful for security proofs

Rarely used in . . .

cryptographic literature
electronic voting protocols

Often used in standards (FIPS, RFC, PKCS, ...)
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FIPS PUB 186-4: Digital Signature Standard (DSS)
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Pseudo-Code for Verifiable Mix-Nets

Two inputs:

e = input list of ElGamal encryptions

pk = encryption public key

Three main algorithms:

(e′, r′, ψ)← GenShuffle(e, pk)

π ← GenProof(e, e′, r′, ψ, pk)

true/false ← CheckProof(π, e, e′, pk)
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Implementation within CHVote

By a single developer of the CHVote project

Basic cryptographic background knowledge
Little experience in implementing cryptographic protocols
Familiar with formal/mathematical notations
Strong background in software development
Many years of practical experience (e-voting context)

Finished within 3–4 weeks, including. . .

Optimized performance
Full test coverage
Documentation
Ready to go open-source
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“It’s taken some blood and sweat, but I’ve implemented Algorithm
5.44 (GenShuffleProof), along with a unit test for it, with all

computations done by hand . . . ”

“Thanks for writing this [pseudo-code] implementation of
Wikström’s proof of a shuffle, it would have been MUCH harder

starting from his papers.”

“Hope it gets accepted, since it’s the kind of work cryptography
needs more of.”

Bern University of Applied Sciences | Berner Fachhochschule | Haute école spécialisée bernoise 50
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Conclusion

Pseudo-code algorithms facilitate the implementation of
verifiable mix-net

Implementation possible by qualified software developers

Positive feedback from e-voting practitioners

Recommended interface between cryptographers and software
developers (e.g. in the context of voting protocols)
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