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Motivation
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Preimage Proof
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Challenge

Who is responsible for the challenge?
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Challenge

Who is responsible for the challenge?

The challenge generator!
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Challenge Generator
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<<ChallengeGenerator>>

+ getInputSpace(): Set
+ getChallengeSpace(): Set
+ generate(Element input): Element

<<SigmaChallengeGenerator>>

+ getPublicInputSpace(): Set
+ getCommitmentSpace(): Set
+ generate(Element p, Element c): ZElement

@Override
+ getChallengeSpace(): Z
+ generate(Element input): ZElement

<<NonInteractiveChallengeGenerator>>

+ getRandomOracle(): RandomOracle

<<NonInteractiveSigmaChallengeGenerator>>

+ getProverId(): Element



Challenge Generator

CyclicGroup G_q;
StringMonoid sm;

ChallengeGenerator cg =
StandardNonInteractiveChallengeGenerator.getInstance(sm, G_q, 10);

Tuple challenges = (Tuple) cg.generate(sm.getElement("input X"));

//----------------------

Function f;

SigmaChallengeGenerator scg =
StandardNonInteractiveSigmaChallengeGenerator.getInstance(f, proverId);

ZElement challenge = scg.generate(publicInput, commitment);
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Proof Generator
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<<ProofGenerator>>

+ getPrivateInputSpace(): Set
+ getPublicInputSpace(): Set
+ getProofSpace(): Set
+ generate(Element prInput, Element puInput): Element
+ verify(Element proof, Element puInput): BooleanElement

<<SigmaProofGenerator>>

+ getPreimageProofFunction(): Function
+ getChallengeGenerator(): SigmaChallengeGenerator
+ getCommitmentSpace(): Set
+ getChallengeSpace(): Z
+ getResponseSpace(): Set

<<SetMembershipProofGenerator>>

+ getMembers(): Subset
+ getSetMembershipProofFunction(): Function

<<SigmaSetMembershipProofGenerator>>

+ getDeltaFunction(): Function



Proof Generator
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<<abstract>>
AbstractProofGenerator

<<abstract>>
AbstractSigmaPG

<<abstract>>
AbstractPreimagePG

<<abstract>>
AbstractSigmaSetMembershipPG

<<abstract>>
AbstractShufflePG

InequalityOf-
PreimagesPG

Permutation-
CommitmentPG

PreimageOrPG IndentityShufflePG ReEncryptionShufflePG

PreimagePG PreimageAndPG PreimageEqualityPG ElGamalEncryption-
ValidityPG

PedersenCommitment-
ValidityPG



Preimage Proof Generator

<<abstract>>
AbstractPreimagePG

PreimagePG PreimageAndPG PreimageEqualityPG

I Private/Public input corresponds to the domain/co-domain
of the proof function
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Preimage Proof Generator

// f: Z_q -> G_q
// y = f(x) = 4^x

CyclicGroup G_q;
Function f = GeneratorFunction.getInstance(G_q.getElement(4));

SigmaChallengeGenerator scg =
StandardNonInteractiveSigmaChallengeGenerator.getInstance(f, proverId);

PreimageProofGenerator pg =
PreimageProofGenerator.getInstance(scg, f);

Element privateInput = G_q.getZModOrder().getElement(3);
Element publicInput = G_q.getElement(64);

Triple proof = pg.generate(privateInput, publicInput);
BooleanElement v = pg.verify(proof, publicInput);
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Sigma Proof Generator

<<abstract>>
AbstractSigmaPG

<<abstract>>
AbstractSigmaSetMembershipPG

PreimageOrPG

ElGamalEncryption-
ValidityPG

PedersenCommitment-
ValidityPG

Set Membership Function: y = f(x, r)

Delta Function: g(x, y)

Preimage Proof Function: fx(r) � gx(y)

I Private/Public input doesn’t correspond to the
domain/co-domain of the proof function

I The proof function can be built based on common values
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Sigma Proof Generator

// ElGamal Encryption Validity Proof
// Plaintexts: {4, 2, 8, 16}, g = 2, pk = 4
// Valid tuple: (2^3, 4^3*2) = (8, 128)

CyclicGroup G_q;
ElGamalEncryptionScheme elGamalES =

ElGamalEncryptionScheme.getInstance(G_q.getElement(2));
Element publicKey = G_q.getElement(4);

Subset plaintexts = Subset.getInstance(G_q, new Element[]{
G_q.getElement(4), G_q.getElement(2),...});

ElGamalEncryptionValidityProofGenerator pg =
ElGamalEncryptionValidityProofGenerator

.getInstance(elGamalES, publicKey, plaintexts, proverId);

Pair publicInput = Pair.getInstance(G_q.getElement(8), G_q.getElement(128));

Element secret = G_q.getZModOrder().getElement(3);
int index = 1;
Pair privateInput = pg.createPrivateInput(secret, index);

Triple proof = pg.generate(privateInput, publicInput);
BooleanElement v = pg.verify(proof, publicInput);
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Proof Generator

<<abstract>>
AbstractProofGenerator

<<abstract>>
AbstractShufflePG

InequalityOf-
PreimagesPG

Permutation-
CommitmentPG

IndentityShufflePG ReEncryptionShufflePG

I The proof function is based on public input

I A PreimageProofGenerator might be used internally
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Mixer

<<Mixer>>

+ getShuffleSpace(): Set // C
+ getRandomizationSpace(): Set // R
+ getShuffleFunction(): Function // C x R -> C
+ getSize(): int
+ getPermutationGroup(): PermutationGroup
+ getPermutationFunction(): PermutationFunction
+ shuffle(Tuple elements,…): Tuple

<<abstract>>
Mixer

ReEncryptionMixer

- abstractGetShuffleFunction(): Function

IdentityMixer

- abstractGetShuffleFunction(): Function
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Mixer

// ElGamal Encryptions Mixer

CyclicGroup G_q;
Tuple ciphertexts;
int size = ciphertexts.getArity();

ElGamalEncryptionScheme elGamalES =
ElGamalEncryptionScheme.getInstance(G_q.getElement(2));

Element publicKey = G_q.getElement(4);

ReEncryptionMixer mixer =
ReEncryptionMixer.getInstance(elGamalES, publicKey, size);

PermutationElement permutation =
mixer.getPermutationGroup().getRandomElement();

Tuple randomizations = mixer.generateRandomizations();

Tuple sCiphertexts = mixer.shuffle(ciphertexts, permutation, randomizations);
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Finally...

I Shuffle

I Permutation Commitment Proof

Σ-proof

v,w ∈ Zq
ē′ ∈ ZNq

Com(1̄, v) = cπ
1̄ ∧ Com(ē′,w) = cπ

ē ∧
N∏
i=1

e′i =
N∏
i=1

ei



I Shuffle Proof

Σ-proof

r,w ∈ Zq
ē′ ∈ ZNq

Com(ē′,w) = cπ
ē ∧

N∏
i=1

(u′i )
e′i = ReEnc(

N∏
i=1

(ui)
ei , r)
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vEnc(1, r)


